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1. General Information

1.1. Scope
This document provides information on building the Sun T2000:

1. Serial connection to Automatic Lights Out Management (ALOM)

2. Network connection to enable ALOM access via TCP/IP network

3. Mirroring the boot disk

4. Base Installation of Solaris 10 (06/06)

5. Solaris patch requirements and installation

6. New installation of IMPAX versions 6.0.2 or 6.2

1.2. Contacts

If you have questions or comments about this document, contact Mike Letherbarrow at Mike.Letherbarrow@agfa.com.

All comments and suggestions for improving this procedure are most welcome.

1.3. Intended Use

This document will serve as a general reference, and as the foundation for future documents for in house staging and field installations.

1.4. Who Should Perform This Procedure

· SIV, Technical Services, R&D personnel for evaluation and review

· Staging Technicians and Field Service Engineers for implementation

Related Documents

All listed documentation can be downloaded from the SUN URL

· http://www.sun.com/products-n-solutions/hardware/docs/Servers/coolthreads/t2000/index.html
· Sun Fire T2000 Server Product Notes
· Sun Fire T2000 Server Overview
· Sun Fire T2000 Server Getting Started Guide
· Sun Fire T2000 Server Installation Guide
· Sun Fire T2000 Server Administration Guide
· Advanced Lights out Management (ALOM) CMT v1.1 Guide
· Sun Fire T2000 Server Service Manual
· Staging IMPAX 6.2 on Solaris 10, February 21, 2007
1.5. Acronyms and Abbreviations

ALOM – Automatic Lights Out Management

CLI – Command Line Interface

CMT – Chip Multithreaded
IM – Integrated Mirroring

SAS – Serial Attached SCSI

SC – System Controller

VTOC – Virtual Table of Contents

Cautions and Warnings

This document is intended for highly skilled and experienced Impax Service, Testing Services, and Support personnel. We have made every effort to provide an adequately detailed and efficient procedure. Read this entire procedure before you attempt to power up, install, and configure the T2000.

1.6. Supported IMPAX Versions

· IMPAX 6.0.2 and above may be installed on the Sun T2000. Note that several documented workarounds are required to install IMPAX over Solaris 10. IMPAX 6.3 AS3000 will include native support for Solaris 10

1.7. Software Requirements

· Solaris 10 HW2 Build 05, is the minimum OS level supported on the T2000
· Solaris 10 version 06/06 was used during the creation of this document
· IMPAX 6.0.2 – 6.2.X AS3000 Server, available from MedNet or Agfa FTP

· Oracle 10.2.0.2.0 is contained on the IMPAX 6.2 DVD

· Sun Recommended Patch Set for Solaris 10

· Sun Jumpstart and Security Services Package (JASS)

· IMPAX customized JASS configuration script, which sets the armoring level

· IMPAX software license keys

1.8. Where to Obtain Software

· Solaris 10 is readily available via commercial channels

· IMPAX 6.0.2 – IMPAX 6.2.X and Oracle 10 are available through Agfa Service channels

· Solaris 10 patch set and JASS package from SunSolve

· IMPAX JASS armoring driver through Agfa Service channels

1.9. Tested In

Mike Letherbarrow home laboratory

Planning and Preparation

1.10. Before You Start:

· Read this entire document very carefully so you understand the environment in which the T2000 is powered on, installed, and configured

· The T2000 does not come with a video card, which presents special circumstances for adapting a Windows Laptop or PC to provide terminal services for the initial setup, and subsequent remote access

· Make sure that the correct serial cable or adapter is available, and that the PC “Hyper Terminal” is correctly setup as per section Powering On the System for the First Time
· It is highly advisable to immediately set up the SC Network Management Port so that the T2000 may be built from any where on the network.  Using another Sun server for remote access and terminal operations is highly recommended, as it provides the most user friendly terminal environment.  

· Mirror the boot drive using the procedure “How to mirror your boot disks on the Sun T2000”    The T2000 uses a hardware RAID Controller and contains up to four disk drives. When you mirror, everything on the disks is erased, so we mirror first then install Solaris

· Install Solaris 10 (06/06 or higher).  Note that the exact installation syntax can be slightly different depending upon the type of terminal session you are using.  For example in a Sun terminal environment you frequently use the F2 (Function 2) key to accept changes on the Solaris install. If you use a PC with xterm window (cmd), then you press ESC first then ‘2’ or ‘4’ to accept most changes, navigate the menu by using either the Tab or arrow keys.

· Install SUN Recommended and required patches for the T2000

· This document contains instructions for installing Impax 6.0.2 – 6.2.X AS3000 Server on Solaris 10. There are numerous workarounds needed to make this installation work. A complete set of workarounds is found in Section 11 of this document. 

Connector Locations

Use the illustration below to locate the connectors and power supplies on the rear panel of the Sun Fire T2000 server. 

Rear Panel Connections
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Front Panel USB Ports and Disk Drive Locations

USB ports 2 and 3 are located on the left side of the T2000 front panel. Disk drives are located on the right side of the front panel. 
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Disk Drives  

2. Powering On the System for the First Time

2.1. Important Notes About AC Power Cables



	Caution – Never attach the AC powers cable to the T2000 until you have first connected the terminal server and network management connections as described in the subsequent sections.




Powering on the system for the first time requires special preparation and procedures. For example, if you have not prepared a display before connecting the AC power cables, system messages may be lost. 



	
	Caution - The server goes into standby mode and the system controller initializes as soon as the AC power cables are connected to the power source. 




	The serial terminal or a terminal emulator MUST be connected before you connect the power cables, or you will not see the system messages. The server goes into standby mode and the ALOM-CMT system controller initializes as soon as the AC power cables are connected to the power source. 





	Note - If you are not logged in, ALOM-CMT times out after 60 seconds and reverts to the system console. For more information, refer to the Sun Fire T2000 Server Advanced Lights Out Management (ALOM) Guide. 




Hyper Terminal Settings and Serial Cable for Management Port

The system controller runs on the 3.3v standby voltage. As soon as AC power is connected to the system, the system controller powers on, runs diagnostics, and initializes the ALOM-CMT firmware. Note that the computer is NOT fully powered at this time. You initiate full power via command line later in this document.

If you have not already done so, connect a terminal or a terminal emulator (PC or workstation) to the SC serial management port. 

Note that the T2000 is supposed to be shipped with a serial cable.  If it is not present see Section  14 (Appendix C) for cable connections.:-  SUN T2000 DB9 to RJ45 serial cable pinouts
A PC with Windows XP Professional SP2 was used during the creation of this document. To access the Windows Hyper Terminal:

Start > Programs > Accessories > Communications > HyperTerminal

From the File menu, select New Connection, and assign it a name and COM device 

Configure the terminal or terminal emulator with these port settings: 

· 9600 baud 

· 11 bits 

· No parity 

· One (1) stop bit 

· No handshaking

CAUTION  -  At this point the full power must not be applied.  The T2000 has a small fan that is running as a result of having connected the AC Power cord.

	3. Connect the SC Serial Management Port 


Use this port for server management. This port is needed to set up the SC network management port, as detailed in Enabling the System Controller Network Management Port 

The SC serial management port is marked SER MGT. It is the leftmost RJ-45 port on the rear of the chassis. 

System Controller Serial Connection  
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1. Connect a Category 5 cable from the SC serial management port to the terminal device (i.e. your laptop or PC). 

2. The terminal emulator should already be running and configured per the instructions in the previous section 

3. On the T2000, connect the AC power cables to Power Supply 0 and Power Supply 1, and watch the terminal for system messages. 

	4. Login to the System Controller Using the Serial Management Port 


After the system controller boots you may access the ALOM-CMT command line interface to configure and manage the system. 

The system controller (sc) prompt is displayed at the first time the system controller is booted. The default configuration provides an ALOM-CMT user account called admin. There is no default password, so you must create a password using the system controller (sc) password command. 

· If this is the first time the system has been powered on, use the password command to set the admin password. 

	.........................

TTYD - - PASSED

TTYC - - PASSED

MEMORY - - PASSED

MPC11115 - - PASSED

sc> password
password: Changing password for admin

Setting password for admin.

New password: new_password
 

Re-enter new password: new-password
 

sc>


After the admin password has been set, on subsequent reboots, the sc login prompt is displayed. 

· Enter admin for the login name followed by your password. 

	TTYD - - PASSED

TTYC - - PASSED

MEMORY - - PASSED

MPC11115 - - PASSED

Please login: admin
Please Enter password: password

(Press Return twice) 

sc>


NOTE: If the password has already been set or it is unknown see Appendix D of this document to reset the ALOM login password
NOTE: Full diagnostics may be disabled in NVRAM. This will greatly speed ALOM startup.  

	5. Configure the System Controller Network Management Port 


To access the system controller using the network for the first time, you must first configure the SC network management port through the SC serial management port. 

Set these network parameters according to the specific details of your network configuration: 

· netsc_ipnetmask - Netmask for the system controller subnet 

· netsc_ipaddr - IP Address of the system controller 

· netsc_ipgateway - IP address of the gateway for the subnet 

· if_network - Specified whether the SC is on the network or not 

· netsc_dhcp – setting for the use of dhcp

· if_communication – either ssh/telnet/ftp

To configure these parameters you must use the setsc command. The usage is: 

setsc <parameter>

1. Set the netmask for the system controller: 

	sc> setsc netsc_ipnetmask 255.255.255.0


This example uses 255.255.255.0 to set the netmask. Your network environment subnet might require a different netmask. Use a netmask number most appropriate for your environment. 

2. Set the IP address for the system controller, for example:

	sc> setsc netsc_ipaddr 129.1411.40.30


3. Set the IP address for the system controller gateway, for example:

	sc> setsc netsc_ipgateway 129.1411.1.1


4. Set the if_network parameter to true:

	sc> setsc if_network true


5.  Set dhcp to false if not using the service, default is true:

sc> setsc netsc_dhcp false

6. Set the default communication protocol :

sc> setsc if_connection telnet
7. Use the showsc command to verify that the parameters were set correctly
	5.1. Reset the System Controller 


After all of the configuration parameters are set, you must reset the system controller for the new values to take affect. 

· Issue the resetsc command

Reply y when you are prompted to confirm the reset. 

	sc> resetsc
Are you sure you want to reset the SC [y/n]? y
User Requested SC Shutdown


	5.2. Connect the SC Network Management Port 


The SC network management port is marked NET MGT. It is the RJ-45 port above the rear USB ports. 



	Note - This port is not operational until you configure the network settings (through the serial management port), as detailed in Section 7 Configure the System Controller Network Management Port. 




System Controller Network Connection  
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Connect a Category 5 cable from your network switch or hub to the Network Management Port. 

	5.3. Login to the System Controller Using the Network Management Port 


· Open a telnet session and connect to the system controller by specifying its network address. 

	% telnet 129.1411.40.30
Trying 129.1411.40.30...

Connected to 129.1411.40.30.

Escape character is '^]'.

Copyright 2003 Sun Microsystems, Inc. All rights reserved.

Use is subject to license terms.

Sun(tm) Advanced Lights Out Manager 1.0.11 ()

Please login:


· Login as admin using the password you previously set. 

	Please login: admin
Please Enter password: password
sc>


5.4. TTYA Serial Port

The TTYA serial port connector uses a DB-9 connector. Use this port for general purpose serial data transfers. This port is not connected to the SC serial management port. 

NOTE: Connecting to the TTYA serial port is not a mandatory part of the T2000 setup

Serial Port Connection  
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If you decide to use the TTYA serial port:

· Use a null modem cable or an adapter to perform the crossovers given for each connector

· If connecting to a serial port on a personal computer, you can use Sun adapter part number 530-3100-01.

· If connecting to a Sun workstation or server, you can use Sun adapter part number 530-211119-03
	5.5. Connect the Ethernet Network Cables 


The Sun Fire T2000 has four RJ-45 Gigabit Ethernet network connectors. They are marked NET0, NET1, NET2, and NET3 as indicated in the illustration below. 

Ethernet Network Connections 
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· Connect a Category 5 cable from your network switch or hub to Ethernet Port 0 (NET0) on the rear of the chassis. 

· Connect additional Category 5 cables (if needed) from your network switch or hub to the remaining Ethernet ports (NET1, NET2, NET3). 

USB Ports

Four Universal Serial Bus (USB) ports are provided on the Sun Fire T2000 server. USB ports 0 and 1 are located on the rear of the chassis Ports 2 and 3 on the front of the chassis. These are easily identifiable. 

5.6. Sun XVR-200 video card installation.

Install the Sun XVR-200 video board in slot PCI-E 0.  This is the only slot on the left hand side of the T2000 card slots looking at it from the back.

Edit the NVRAM to set output-device=screen and also input-device=keyboard


The Sun Fire T2000 system default console defaults to:

output-device=virtual-console

input-device=virtual-console

To set the output-device and input-device you can remotely log into your system once it has booted and run the following commands:

# eeprom output-device=screen

# eeprom input-device=keyboard

Alternatively this variable may be set from the ALOM mode by running the following command at the sc prompt:

sc>bootmode bootscript=”setenv output-device screen”

sc>bootmode bootscript=”setenv input-device keyboard”

Or, at the ok prompt, type:

ok setenv output-device screen

ok setenv input-device keyboard

The T2000 will be delivered with Solaris 10 installed but due to the version of this video card the drivers will need to be installed from off of the supplied CD-ROM. If the internal drives are to be mirrored then proceed to the following section 11 then install Solaris then the drivers. If this is a field installation then install the video drivers.

If Solaris is installed, login as root and open a terminal window.

Insert the CD that came with the XVR-200 video bd.  Go to: #  cd /cdrom/cdrom0 and type:            #  ./install  Once the drivers finishes installing, reboot the system.
6. How to Mirror Boot Disks on the Sun T2000 

6.1. Important Notes and Cautions


Disk Drives

· The T2000s come with up to four Serial Attached SCSI (SAS) internal drives, designated 0,1, 2, and 3

· The mirroring operation will erase all data on the boot drive

· The T2000 will come from the factory with Solaris 10 installed, so if you decide to mirror, you must re-install Solaris 10

· SAS is serial attached SCSI; like SATA serial ATA. Parallel drives send data in parallel down the EIDE ribbon; while serial drives use a single data path which is much faster and more reliable.

· SAS is more reliable and supports a much higher RPM drive than SATA

· There are two distinct methods of mirroring drives either by the utility ‘create-im-volume’ or ‘raidctl’.
Power Cycling the T2000

Power Off in Advance of Mirroring Operation

Use the following commands to power the T2000 down, say if Solaris was already installed and you had brought the machine up.  

To switch the server off, type the following into the ALOM console:

# uadmin 2 0  [this will sync the file system and bring the server to the OK prompt]

Alternately, you could do a shutdown -y -g0 -i0 now for a cleaner init shutdown

# uadmin 2 0
syncing file systems... done
Program terminated
{14} ok
#.  [this command will get you to the sc prompt]

sc> poweroff   [will turn off the power]

Power On

sc> bootmode bootscript="false to auto-boot? true to fcode-debug?"


This string of syntax will prevent the T2000 from booting on subsequent power up, leaving the T2000 at the ok prompt.  We used this in our testing, but is not mandatory for general field use

sc> poweron –c   [will turn the power on]


To Force Logon to a Console Session

If you already have a hyper terminal session open via serial port, and want to open another session via telnet, use the ‘-f’ (force) switch to the console command.

After establishing the telnet session to the ALOM IP Address, you will be at the sc> prompt

sc> console -f

Mirroring the Boot Drive

Once it finishes its POST, you should be at the OBP ok prompt.

· Type the following:

ok show-disks
a) /pci@7c0/pci@0/pci@1/pci@0,2/LSILogic,sas@2/disk
b) /pci@7c0/pci@0/pci@1/pci@0/ide@11/cdrom
c) /pci@7c0/pci@0/pci@1/pci@0/ide@11/disk
q) NO SELECTION
Enter Selection, q to quit:q

If the LSILogic is not seen go Appendix E.
· We need to select the device path to the two internal SAS drives. The path is via the controller. In our example the path is:

a) /pci@7c0/pci@0/pci@1/pci@0,2/LSILogic,sas@2/disk


· At the ok prompt type the path indicated by option a) and delete the ‘/disk’ at the end. Our example would look like this:

{0} ok select /pci@7c0/pci@0/pci@1/pci@0,2/LSILogic,sas@2 

· Create the boot mirror by typing the following:


{0} ok 0 1 create-im-volume
· The mirroring process will take several minutes

Target 0 size is 143243264 Blocks, 73 GB

Target 1 size is 143243264 Blocks, 73 GB

The volume can be any size from 1 MB to 69943 MB

What size do you want? [69943] Press <Enter>
Volume size will be 143243264 Blocks, 73 GB

PhysDisk 0 has been created for target 0

PhysDisk 1 has been created for target 1

Volume has been created
Checking for Successful Mirror

From the ok prompt, use the show-volumes command to ensure that the Integrated Mirror has been created.

{0} ok show-volumes
Volume 0 Target 0 Type IM (Integrated Mirroring)

Degraded Enabled Resync In Progress

2 Members 143243264 Blocks, 73 GB

Disk 0

Primary Online

Target 4 SEAGATE ST973401LSUN72G 0556

Disk 1

Secondary Online Out Of Sync

Target 3 SEAGATE ST973401LSUN72G 0556

{0} ok

Applying a Volume Label on a Newly Mirrored Boot Drive

After mirroring the boot drive, you must apply a volume label to it. Until this is done the system will see the mirrored volume you just created as one disk.

Insert the Solaris 10 CD/DVD and boot the system into single user 

{0} ok  boot cdrom –sw. 

Run format, and apply a new label to the volume (It will complain about bad disk geometry, but this error may be ignored. 

Note in our example, the T2000 only had two drives, so we see the mirrored volume as disk 0 only. 

root@t2000 # format
Searching for disks...done

AVAILABLE DISK SELECTIONS:

0. c3t0d0 <SUN72G cyl 140117 alt 2 hd 24 sec 424>/pci@7c0/pci@0/pci@1/pci@0,2/LSILogic,sas@2/sd@0,0

Specify disk (enter its number): 0
· Ignore the warning about bad geometry

WARNING: /pci@7c0/pci@0/pci@1/pci@0,2/LSILogic,sas@2/sd@0,0 (sd4):Corrupt label - bad geometry 

· From the FORMAT MENU select the option type – select (define) a disk type
format>  type
· Under AVAILABLE DRIVE TYPES: select option 0. Auto configure
Specify disk type (enter its number)[20]: 0
c3t0d0: configured with capacity of 611.35GB

<SUN72G  cyl 140117 alt 2 hd 24 sec 424>

selecting c3t0d0

[disk formatted]

· Write the new label to the disk using the label command: 

format> label
Ready to label disk, continue? yes

format> disk
AVAILABLE DISK SELECTIONS:

0. c3t0d0 <SUN72G cyl 140117 alt 2 hd 24 sec 424> /pci@7c0/pci@0/pci@1/pci@0,2/LSILogic,sas@2/sd@0,0

Specify disk (enter its number): 0
Solaris 10 Installation

6.2. Overview

We have explored three terminal type options for installing Solaris 10 on the T2000. Each has advantages and disadvantages.  We have documented the Solaris 10 installation using the example of the Windows PC network connected terminal, as it is virtually guaranteed that Agfa personnel will have access to a laptop or PC.

In terms of the different syntax for the various terminals, you will use different key combinations to accept changes and move to the next menu. These are highlighted in the table below.

Where the Solaris installation menus present you with multiple check box options, use the keyboard arrow keys to navigate the selections, then press <Enter> to select.

	Terminal
	Advantage
	Disadvantage
	Key

	Serial connected PC

(ALOM)
	Always available for Agfa people

Fairly easy to read GUI via terminal
	GUI was somewhat unreliable during our evaluation. Selecting one option actually selected a different one
	Mainly F2 and F4 function keys

	Network connected PC

(telnet to ALOM)
	Always available for Agfa people
	GUI can be less than user friendly
	Press Esc, release then press 2 

Press Esc, release then press 4

	Network connected Sun server

(telnet to ALOM)
	Visually the best Solaris installation GUI.  Most reliable

Definitely preferred if you have access to another Sun server
	Not always available to Agfa people
	Mainly F2 and F4 function keys


Solaris 10 Installation Using DVD and Network Connected PC

· Open a telnet  ALOM session to the T2000 from your network connected PC

· Note that the terms for <Enter> and <Return> keys are synonymous

· You must have a valid network IP address for the T2000. Do not enter the IP address of the System Controller or System Controller Gateway that you configured earlier

· Ensure that no connected RAID devices are powered on, as Solaris will likely install on the RAID instead of the server’s internal boot disk

· Ensure that the Solaris 10 DVD is inserted into the T2000

· We used Solaris 10 Build 06/06 for the evaluation

· From the ok prompt, boot off the DVD using boot cdrom 

· You will see a console error that you can ignore -  “internal error: unable to open ZFS device, WARNING: /usr/sbin/zfs mount –a failed: exit status 1

· Use either up and down arrows or the tab key to navigate through the selections.

	Step
	Menu or Description
	Selection or Action
	Press

	1
	Select a Language
	0. English
	Enter

	2
	What type of terminal are you using?
	Select  12) xterm

For network PC in our example
	Enter

	3
	Networked
	Select  Yes 
	Esc  2

	4
	Network interfaces
	Select ipge0 (or interface of primary NIC as appropriate)
	Esc  2

	5
	Use DHCP
	Select No
	Esc  2

	6
	Host Name
	Type the name
	Esc  2

	7
	IP Address
	e.g. 192.1.1.200

Do NOT use the same IP as the ALOM – it will crash the Solaris install
	Esc  2

	11
	System part of a subnet
	Select  Yes
	Esc  2


Solaris 10 Installation Using DVD and Network Connected PC (Continued)
	Step
	Menu or Description
	Selection or Action
	Press

	9
	Netmask
	255.255.255.0 is the default
	Esc  2

	10
	Enable IPv6 for ipge0
	Select No (unless Staging Build Sheet specifies otherwise, e.g. Government order)
	Esc  2

	11
	Default Route for ipge0
	If you are connected to an active network, select Specify One

For Staging in-house, select Detect One or None
	Esc  2

	12
	Confirmation Page
	Check information and use F4 to change
	Esc   2

	13
	Configure Kerberos Security
	Select No
	Esc   2

	14
	Confirm Kerberos Security
	confirm
	Esc   2

	15
	Name Service
	Generally, select None unless the machine was previously connected to the Internet, or you have the names of the site’s DNS and WINS servers at the time of staging
	Esc   2

	16
	Confirm Name Service
	Confirm settings
	Esc   2

	17
	Time Zone
	Specify by Geographic Region

Select the appropriate region from the menu
	Esc   2

	111
	Date and Time
	Set as appropriate
	Esc   2


Solaris 10 Installation Using DVD and Network Connected PC (Continued)

	Step
	Menu or Description
	Selection or Action
	Press

	19
	There are two ways to install your Solaris software:   "Standard" installs your system from a standard Solaris Distribution. Selecting Standard allows you to choose between initial install and upgrade, if your system is up gradable. Flash installs your system from one or more Flash Archives
	F2_Standard    
	Esc   2

	20
	Installer Options
	Eject CD/DVD Automatically Yes
	Esc   2

	21
	Installer Options
	Reboot Automatically Yes
	Esc   2

	22
	Please wait …
	After about one minute a new dialog begins
	N/A

	23
	Solaris Interactive Installation
	F4_initial will start the initialization
	Esc   4

	24
	SOFTWARE LICENSE AGREEMENT
	 Accept License 
	Esc   2

	25
	Select the geographic regions for which support should be installed
	Select the appropriate region for the country where the machine will be installed In North America, then use arrow keys to navigate to

en_US.ISO111159-1

Press Enter to check this selection
	Esc   2

	26
	Select the initial locale to be used after the system has been installed
	Select as appropriate (e.g. for USA select en_US.ISO111159-1)
	Esc   2

	27
	Select the products you would like to install
	Make no selection here
	Esc   2


Solaris 10 Installation Using DVD and Network Connected PC (Continued)
	Step
	Menu or Description
	Selection or Action
	Press

	211
	Additional Products Web Start Ready product Scan Locations:

1. None

2. CD / DVD

3. Kiosk Download

4. Local or Network File system
	Select None
	Esc   2

	29
	Select Solaris Software Group
	Select Entire Group Plus OEM 
	Next

	30
	Disk Selection

NOTE: ** denotes current boot disk
	If the system has two internal drives and they have been mirrored using the internal controller then only c1t0d0 will be seen.
	Esc    2

	31
	Preserve existing data
	Esc-2_Continue    
	Esc   2

	32
	Auto-layout to automatically layout file systems
	F4_Manual Layout    
	Esc   4

	33
	File System and Disk Layout
	F4_Customize
	Esc   4

	34
	Lay Out File Systems
	Ensure that slice 0 is /
	N/A

	35
	Lay Out File Systems
	Ensure that slice 1 is swap
	N/A

	36
	Lay Out File Systems
	Ensure that slice 3 is /var
	N/A

	37
	Lay Out File Systems
	Ensure that slice 4 is /Liveupgrade
	N/A

	38
	Lay Out File Systems
	Ensure that slice 5 is /dbase

(For demo dbase only)
	N/A

	39
	Lay Out File Systems
	Ensure that slice 6 is /usr
	N/A

	40
	Lay Out File Systems
	Ensure that slice 7 is /export
	N/A

	41
	Lay Out File Systems
	Edit to match the partitioning table on the next page
	Esc   2 at the end


Partitioning Table for 146 GB Disk and Oracle database:

	Slice
	Mount Point
	8 GB RAM
	16 GB RAM
	32 GB RAM
	64 GB RAM

	0
	/
	15360
	15360
	15360
	15360

	1
	swap
	16384 MB
	16384 MB
	32768 MB
	65536 MB

	2
	Can’t change
	Can’t change
	Can’t change
	Can’t change
	Can’t change

	3
	/var
	12288
	12288
	12288
	12288

	4
	/liveupgrade
	15360
	15360
	15360
	15360

	5
	/dbase
	15360
	15360
	15360
	15360

	6
	/usr
	10240
	10240
	10240
	10240

	7
	/export
	15240
	15240
	15240
	15240


Solaris 10 Installation Using DVD and Network Connected PC (Continued)

	Step
	Menu or Description
	Selection or Action
	Press

	42
	File System and Disk Layout
	Confirm disk layout is properly configured

Esc-2_Continue
	Esc   2

	43
	Mount Remote Systems? 
	Esc-2_Continue
	Esc   2

	44
	Profile
	Esc-2_Begin Installation    

Esc-4_Change    
	Esc   2

	45
	WARNING: The following disk configuration condition(s) have been detected. 


	WARNING: Unused disk space (c1t0d0)

F2_OK    
	Esc   2


Check the Boot Mirror Volume

# raidctl -l


RAID Volume RAID RAID Disk
Volume Type Status Disk Status
------------------------------------------------------
c3t0d0 IM OK    c3t0d0 OK
                c3t1d0 OK


6.3. Install the SUN Recommended Cluster Patch

This will be done as part of the IMPAX 6. Software Installation

7. Required T2000 Sun Patches

Follow the detailed install.info instructions contained in the patches from www.sunsolve.sun.com on how to install these patches.

Note:-

If you need to update firmware, you MUST have a functioning ALOM ethernet connection. The firmware cannot be updated if you are using the serial port connection.
7.1. Hardware RAID Patches
The following patch revisions or later are required to implement hardware RAID
on the server:

· 122165-02 PCI-X FCode 1.00.40

122165-XX Patch Installation Instructions 

This patch (122165-02) updates the PCI-X 1064 FCode:

From version 1.00.39
To version   1.00.40
Before using the RAID feature on your boot drive, ensure that the PCI-X

1064 plug-in card's Fcode has been upgraded to version 1.00.39 or later.

There are two ways to check the  PCI-X FCODE version:

 1.  From the Solaris Operating System (OS)  
see below

 2.  From the OpenBoot PROM (OBP) 

see the install.info file

Check the version of the FCODE

From the Solaris OS:

 1. As root, run the prtconf command.

    Example:

    

# prtconf -vp | egrep '(model|version)' | \

      

egrep -vi '(obp|firmwareversion| mpt-version)'

           

model: 'LSI,1064'

      

version: '1.00.39'

    

#

    In this example, the PCI-X FCODE is version 1.00.39, and needs

    to be updated.

To Update the FCODE

Boot the Solaris OS:

1. Login as root

2. Copy the new FCODE image onto the system

3. Copy the image into a directory on the system which you are going to update, or into a network accessible directory. Use this full path along with the image name in step 5) below

4. Identify the controller
In the following example, the controller is identified with the ‘LSI’ string:

# ls -al /dev/cfg
    drwxr-xr-x 4 root root 512 Jan 19 17:211 .

    drwxr-xr-x 16 root sys 46011 Jan 20 10:47 ..

    lrwxrwxrwx 1 root root 50 Jan 19 17:211 c0 -> 

    ../../ devices/pci@7c0/pci@0/pci@1/pci@0/ide@11:scsi

     lrwxrwxrwx 1 root root 61 Jan 19 17:211 c1 ->

    ../../ devices/pci@7c0/pci@0/pci@1/pci@0,2/LSILogic,sas@2:scsi

    lrwxrwxrwx 1 root root 45 Jan 19 17:211 c2 ->

    ../../ devices/pci@7110/pci@0/pci@9/scsi@0:scsi
5. Update the FCODE using the raidctl command:

Syntax:

# raidctl -F  [full_path_of_image] [controller]

Example:

# raidctl -F 370-7696-04_FCode_1_00_40.ROM-latest 1 

Image file contains: 1.00.40
Update flash image on controller 1 (yes/no)? y 

Flash updated successfully
6. Reboot the server to load the new FCODE 

7.2. Hardware FLASHprom Sun Fire T2000 Sun System Firmware Update

Summary of the Patch Installation Process

The installation of Patch 126399-01 is comprised of the following steps:

1. Determine the system’s current revision of Sun System Firmware

2. Compare the current Sun System Firmware revision with the latest available revisions

3. Verify that the upgrade is NECESSARY!

4. If the current Sun System Firmware revision is lower than the latest available Sun System Firmware revision in this patch, then proceed to the next step. If NOT, STOP: DO NOT CONTINUE

5. Use the sysfwdownload utility to download the Sun System Firmware image to the System Controller.
6. Prepare the system for update of the Sun System Firmware

7. Run the System Controller flashupdate utility

8. Verify that the update was successful

9. Resume operations; power on the system and boot the operating system



Detailed Patch Installation Instructions

Part 1, Determine the system’s current revision of Sun system firmware

Sun System firmware is composed of the following five individually versioned components:

· Advanced Lights Out Manager CMT (ALOM-CMT)

· vBSC

· Hypervisor

· Openboot (OBP)

· Power On Self Test (POST)

Each of these components may change from release to release of Sun System firmware, so you must inspect all of them to determine whether an upgrade is necessary.

From the System Controller CLI use the output from the following commands to determine the current system firmware revisions;

sc> showsc version -v
Then type

sc> showhost
Part 2, Compare the current Sun System firmware revision with the latest available versions
From the showsc version -v output, find the versions of:

· Advanced Lights Out Manager CMT (ALOM-CMT)

· vBSC

From the showhost output, find the versions of:

· Hypervisor

· OBP

· Integrated POST

Compare with the versions in the entries below for latest Sun System firmware

	Firmware Component
	Command to see version (sc>)
	Example version
	Current Version (6.4.4)
	6.4.4 Details

	Advanced Lights Out Manager CMT (ALOM-CMT)
	showsc version -v
	1.0.1
	1.4.2
	2007/12/12 09:19

	vBSC
	showsc version -v
	1.0.1
	1.4.2
	Nov 3, 2007 13:20:06

	Hypervisor
	showhost
	1.0.0
	1.4.1
	2007/11/14 14:31

	OBP
	showhost
	4.19.0
	4.26.1
	2007/10/27 17:24

	Integrated POST
	showhost
	4.19.0
	4.26.0
	2007/12/05 10:53


Part 3, Verify whether the firmware upgrade is needed

If all of the current Sun System firmware component versions match the version numbers listed under the latest Sun System firmware, then stop here.  A firmware upgrade is not necessary.
If any of the current Sun System Firmware component versions is lower than version numbers listed under the Latest Sun System Firmware, then proceed to the next step.

Part 4, Use the sysfwdownload utility to download the Sun System Firmware   image to the System Controller.

Download and unzip the patch 126399-XX into a local directory, in this example /export/install/T2000 is used.

Use the sysfwdownload utility to download the Sun System Firmware image to the System Controller.

· # /export/install/T2000/126399-01/sysfwdownload Sun_System_Firmware-6_4_4-Sun_Fire_T2000.bin
· .......... (10%).......... (20%).......... (30%).......... etc
· Download completed successfully.
· Wait until the download completes successfully. This should take 10-15  
Part 5, Prepare the system for update of the Sun System Firmware

· To update the Sun System Firmware, the system must be powered off (i.e. in standby mode)

· As root, exit the OS such that the system returns to the ok prompt: 

# shutdown -i0
{0} ok

Access the System Controller command line interface (CLI).  This is accomplished using the console escape characters. (normally #.)

{0} ok #.
sc>

 From the System Controller CLI, issue the poweroff command (this sequence will take about 60 seconds to completely power the server off)

sc> poweroff
Are you sure you want to power off the system [y/n]?  y
sc>

SC Alert: SC Request to Power Off Host.

SC Alert: Host system has shut down.

sc>

Part 6, Run the System Controller flashupdate utility

Sun System Firmware is updated using the System Controller flashupdate command, which accesses the Sun System Firmware image downloaded from SunSolve to the local machine.

Before running the flashupdate utility, you must have already downloaded the new Sun System firmware image from the SunSolve site to the system controller using sysfwdownload.

Then, to run the utility, you need to know the path where the Sun System Firmware image is stored.

Make sure that your virtual keyswitch setting is not in the LOCKED position. You can check the setting from the System Controller CLI with the following command:

sc> showkeyswitch 
If the virtual key switch is in LOCKED position you can change that with the following command:

sc> setkeyswitch -y normal
At the sc> prompt, type the flashupdate command.

Substitute the IP address of the FTP server mentioned above for ‘ipaddr’, and the path name to the image on that server for ‘pathname’.

sc> flashupdate -s ipaddr -f pathname

Example:-

sc> flashupdate –s 127.0.0.1 –f /export/install/T2000/126399-01/System-Firmware-6_4_4-Sunfire-T2000.bin
When prompted, type your username and password. The username and password are based on your UNIX or LDAP user name and password of the FTP server specified by -s ipaddr, and not your ALOM username and password. After you type your user name and password, the download process continues. As the download process progresses, a series of periods appear across your screen. Set the /etc/ftpusers to allow access.

SC Alert: System poweron is disabled.
Username: user

Password: ******

When the download process is finished, ALOM displays the message:

Update complete. Reset device to use new software.

The Sun System firmware has now been updated. For the system to use the new firmware you must reset the System Controller.

Type the resetsc command to reset ALOM.

sc> resetsc
User Requested SC Shutdown

Part 7, Verify that the update was successful

Once the System Controller has reset, login as the user admin and verify the Sun System Firmware versions match those identified under the Latest Sun System Firmware: entry in Step 2 using the showsc version -v and showhost commands.

Part 11, Resume operations; power on the system and boot the operating system

· From the System Controller CLI power on the system and start Solaris.

sc> poweron -c

C Alert: Host System has Reset

{0} ok boot
console login:

NOTE:  If using a telnet connection to power on the server, the serial connection will most likely have the read-write console in use.  If this is the case, the System Controller will display the following warning.

Warning: User <> currently has write permission to this console and forcibly removing them will terminate any current write actions and allwork will be lost.  Would you like to continue? [y/n] y
Answer ‘y’ to the Warning to obtain write access to the server console.

Part 9, Confirm the new firmware versions

sc> showhost
Host flash versions:

Hypervisor 1.4.1 2007/04/02 14:31

OBP 4.26.1 2007/04/02 17:24

MPT SAS FCode Version 1.00.37 (2005.06.13)>R

Integrated POST 4.26.0 2007/03/26 10:53

Part 9, Confirm the new firmware versions (continued)

sc> showsc version -v
Advanced Lights Out Manager CMT v1.4.2
SC Firmware version: CMT 1.4.2

SC Bootmon version: CMT 1.4.2

VBSC 1.4.2
VBSC firmware built Apr 20 2007, 13:20:06

SC Bootmon Build Release: 01

SC bootmon checksum: 5E62D9115

SC Bootmon built Apr 20 2007, 09:11:27

SC Build Release: 01

SC firmware checksum: C3BE50F11
SC firmware built Apr 20 2007, 09:11:43

SC firmware flashupdate JMay 30 2007, 14:22:34

SC System Memory Size: 32 MB

SC NVRAM Version = e

SC hardware type: 4

FPGA Version: 4.2.4.7

sc>

Installing IMPAX 6.0.2 or 6.2

7.3. Overview

This is an abbreviated set of instructions for an expert level installer. The instructions will work for IMPAX versions 6.0.2 and 6.2. For additional details on standard installations related to IMPAX, refer to the IMPAX 6.2 AS3000 Installation Guide
7.4. Summary of Workarounds

Several workarounds are required to install IMPAX on a Solaris 10 system: 

· The IMPAX 6.0.2 and 6.2 distribution DVDs do not include a boot_install script, so you need to manually create a software repository. This is necessary as you need to edit the impax_install, build-database and install_oracle_CPU scripts and update the contents of the Sun Solaris Patches directory with Solaris 10 patches

· IMPAX 6 installation scripts and software packages are designed for Solaris 9 OS, not Solaris 10. You will need to create an override file in root on each Solaris 10 machine

· The IMPAX distribution DVD contains the Sun Solaris 9 Recommended Patch cluster, not the required Solaris 10 patch set, so the Solaris 10 patches must be manually copied into your software repository

· You must remove a file /etc/dialups which will prevent a clean reboot. This is required for all Solaris 10 machines 

· You must apply a Perl workaround (creation of symbolic link) on each Solaris 10 machine (database, archive, gateway)

· You do not install the IMPAX Armoring package. An adjustment is made to the impax_install script to overlook the IMPAX Armoring Package

· Once the entire cluster is built, install the Sun Jumpstart and Security Services (JASS) package on each Solaris 10 machine (database, archive, gateway), and configure the security.  Note that you must used the Agfa sanctioned security configuration package available from Agfa FTP

· The install_oracle_CPU script need to be edited so the Oracle CPU patch will install on Solaris10

Create a Software Repository on the Oracle Server

· Insert the IMPAX 6.2 DVD into the Oracle Server and perform the following steps:

# mkdir /export/install
# chmod 777 /export/install
# cd /cdrom/cdrom0
# cp -rp * /export/install
· Verify that contents are copied over from the IMPAX DVD.  Note that the Solaris 9 patch set will be copied over; it will be deleted later in this procedure. 

7.5. Share the Software Repository

[root@os1:/] # vi /etc/dfs/dfstab

· Add a line in dfstab, and save your changes:

share –F  nfs  -o  rw,anon=0  /export/install

· Share the file system:

[root@os1:/] # shareall
· Ensure that /export/install in listed as a shared file system:

[root@os1:/] # share
Update the Contents of the Solaris Patches Directory

# cd /export/install/Jumpstart/patches/Solaris9/SUN_Recommended
# rm -r  *
· Verify that the SUN_Recommended directory is empty using ls -l
· Download or copy the Sun Solaris 10 Recommended Patch Cluster (SunSolve.sun.com) into /export
· From inside /export, unzip the Solaris 10 patch package:

[root@os1:/export] # gunzip 10_Recomemnded.zip
· Do a listing to ensure that the patches have been extracted into a directory called 10_Recommended 

· Copy the patches from /export/10_Recommended into the correct location inside the repository:

[root@os1:/export/10_Recommended] # cp –rp  * /export/install/Jumpstart/patches/Solaris9/SUN_Recommended 

7.6. Steps to Perform if IMPAX was Previously Installed

While uncommon for new staging, there may be occasions where you wish to re-install IMPAX on a Sun server.  Removing the old IMPAX packages alone is only part of what you need to do.  The directories /export/local, /export/mvf, and /export/oracle must not be present at the time that IMPAX is re-installed. The presence of one or more of these will have adverse effects, such as blocking the new IMPAX installation.

Check for and remove the following directories, if they exist prior to installing IMPAX:

[root@os1:/export] # rm –r /export/local
[root@os1:/export] # rm –r /export/mvf
[root@os1:/export] # rm –r /export/oracle

[root@os1:/] # rm install_info
Apply an Override so the IMPAX Packages can Install

The override file must be created on each Solaris 10 machine (database, archive, network gateway).  

# cd /
# touch /.override

7.7. Edit install_oracle_CPU Script on Oracle Server

[root@os1:/export/install] # cp –p install-Oracle-cpu   install-Oracle-cpu.ORIG

[root@os1:/export/install] # vi install-Oracle-cpu
To get the line numbers once you are editing the script , type  : set nu

For IMPAX 6.2, at or about line 64, change the line :-

opatch apply -silent " >/data/logs/ora-patch.log   to
opatch apply OPatch.SKIP_VERIFY=true -silent " >/data/logs/ora-patch.log

7.8. Edit impax_install Script on Oracle Server

To allow the impax_install script to install the IMPAX packages on a Solaris 10 operating system, you must perform the following steps:

[root@os1:/export/install] # cp –p impax_install   inpax_install.orig
[root@os1:/export/install] # vi impax_install

To get the line numbers once you are editing the script , type  : set nu
· For IMPAX 6.2, at or about line 345, change the version check from version 5.9 to version 5.10
· For IMPAX 6.2 at or about line 1375, comment out the add_pkg line for IMPAXarmr
· For IMPAX 6.0.2, at or about line 255, change the version check from version 5.9 to version 5.10
· For IMPAX 6.0.2 at or about line 1402, comment out the add_pkg line for IMPAXarmr
Install IMPAX on Database Server

Begin the IMPAX installation as per the standard IMPAX 6.0.2 / 6.2 AS3000 instructions.

# ./impax_install
Answer the prompts and the install will proceed:

· User  = service 
· IP address = 127.0.0.1
· Software repository = /export/install
· Oracle server = y
· Database backups to DLT (n if you are backing up to disk)

· Image cache (n unless there is an image cache on the Oracle Server)

· Fully qualified host name of the login server = Application server FQDN e.g. apps1.hospital.org.  Note you must put something here, even if it is incorrect. Appendix A provides instructions for changing the Application Server name post-install

· Lossy JPEG compression (generally = n)

· Password for AgfaService user ID = follow security rules noted in Waterloo AS3000 IMPAX 6.2 Installation Guide;  (e.g. LaunchLab05)

· At prompt to install Sun patches at init state S:

# cd  / ; init S
· Root password for system maintenance (control-d to bypass) = root password you set when Solaris was installed
· Ensure that  /export/install is shared; If there is no share present, refer to Section 11.4 of this document for sharing syntax)

# share 

# cd /export/install
# ./impax_install
· During this time, Solaris 10 patches are installed.  If you see return code 1, or other return codes that indicate patches are already installed, ignore them

· Reboot

# sync; sleep 10 ; init 6

Due to a problem with the new Kernel patch the installation of the cluster patch must be re-run. To do this one must manually apply the cluster patch in the init S state with a reboot before running the impax_install script below.

· Following the reboot, login as root and run the impax_install script for the second time. This does installs several IMPAX packages and Oracle

# cd /export/install
# ./impax_install
· IMPAXbase, IMPAXmvf, IMPAXorac, Oracle 10.2.0.1.0, Oracle 10.2.0.2.0* (*IMPAX 6.2 only), Oracle patches get installed. Script then installs IMPAXoras, IMPAXserv, IMPAXsrvw

· Do NOT Reboot until you apply the workarounds in the next section 

Workarounds to Adjust for Proper Installation on Oracle Server

· Remove the file /etc/dialups, as it will prevent a successful reboot:

# rm /etc/dialups
·  Create link for Perl:

# ln -s /usr/bin/perl  /usr/local/bin/perl

· Reboot

# sync; sleep 10 ; init 6

· Following the reboot, login as root and run the impax_install script for the third time. This completes the IMPAX package installation and builds the database (45 minutes)

# cd /export/install
# ./impax_install
· Installs IMPAXjsgw, AGFAfront, removes old Java, and installs new Java
· Reboot

# sync; sleep 10 ; init 6

 Install appropriate IMPAXwsql package

Assuming appropriate IMPAXwsql package is in /export

[root@os1:/export] # pkgadd –d /tmp/IMPAXwsql.pkg

[root@os1:/export] # su - mvf

[mvf@os1:/usr/mvf] $ build-impax-workstation-database

7.9.  Update /etc/project to reflect Oracle memory settings

Prior to Solaris 10, these Oracle limits were coded in /etc/system, and required a reboot to activate.  They can now be managed dynamically, and with finer control, by using /etc/project.

For IMPAX 6.4 the configurations to the /etc/project file are created by the Oracle installer during the IMPAX 6.4 installation. 

For earlier versions of IMPAX there are no requirements to edit the /etc/project and can be left as default.

Note:-

For systems previously staged with edits to the /etc/project file that are to be upgraded to IMPAX 6.4 these settings will be adjusted to the specific requirements by the migration scripts and thus do not need to be manually edited.

7.10. T2000 Updates for /etc/system File

If you are running Solaris 10 6/06, apply the following changes to /etc/system: 

[root@os1:/etc] # cp -p system  system.orig
[root@os1:/etc] # vi system 

set ip:ip_squeue_bind = 0
set ip:ip_squeue_fanout = 1
set ipge:ipge_tx_syncq=1
set ipge:ipge_bcopy_thresh = 512
set ipge:ipge_dvma_thresh = 1
set pcie:pcie_aer_ce_mask=0x1 

· Reboot your system 

If you are running Solaris 10 11/06, apply only the following change to /etc/system: 

[root@os1:/etc] # cp -p system  system.orig
[root@os1:/etc] # vi system
set pcie:pcie_aer_ce_mask=0x1

Reboot your system
7.11. Critical Configuration for Systems with Image Cache

If the database server has an image cache, you must make an edit to the file /etc/system. This change prevents a severe slowdown in file creation times for image caches and archive volumes.

[root@os1:/etc] # cp -p system  system.orig
[root@os1:/etc] # vi system
· Add the following line to the file and save your changes:

set segkmem_use_lpthrottle=0
7.12. Steps to Perform if IMPAX was Previously Installed on AS and NG

While uncommon for new staging, there may be occasions where you wish to re-install IMPAX on a Sun server.  Removing the old IMPAX packages alone is only part of what you need to do.  The directories /export/local, /export/mvf, and /export/oracle must not be present at the time that IMPAX is re-installed. The presence of one or more of these will have adverse effects, such as blocking the new IMPAX installation.

On all Network Gateways and Archives, check for and remove the following directories, if they exist prior to installing IMPAX:

[root@as1hsm:/export] # rm –r /export/local
[root@as1hsm:/export] # rm –r /export/mvf
[root@as1hsm:/export] # rm –r /export/oracle

[root@as1hsm:/] # rm install_info
Install IMPAX on Archive Server and Network Gateway

· You should create and apply a common host file for the servers

· Mount the software repository on the Oracle Server:

[root@as1:/] # mount os1:/export/intall  /mnt
· Begin the IMPAX installation as per the standard instructions noted in the Agfa AS3000 IMPAX 6.2 Installation Guide:

# ./impax_install
· At prompt to install Sun patches at init state S

# cd  /  ;  init S
· Root password for system maintenance (control-d to bypass) = root password you set when Solaris was installed
# mount os1:/export/install /mnt
# cd /mnt
# ./impax_install
· During this time, Solaris 10 patches are installed.  If you see return code 1, or other return codes that indicate patches are already installed, ignore them

· Reboot

# sync; sleep 10 ; init 6

· Following the reboot, login as root and run the impax_install script for the second time. This installs several IMPAX packages

#  mount os1:/export/install /mnt

#  cd  /mnt
# ./impax_install
· This installs MITRAbase, IMPAXmvf, IMPAXorac, Oracle 10.2.0.1.0, Oracle 10.2.0.2.0* (*IMPAX 6.2 only), and other packages that you selected at the assorted prompts at the start of the installation

· During the Oracle 10.2.0.1.0 installation these errors can be safely ignored:-

chmod: WARNING can’t access /usr/oracle/current/lib/libagtsh.so

chmod: WARNING can’t access /usr/oracle/current/lib32/libagtsh.so

· Do NOT Reboot until you apply the workarounds in the next section 

7.13. Workarounds to Adjust Installation on Gateway and Archive

At the point where you are prompted to reboot, stop and apply these workarounds:

· Remove the file /etc/dialups, as it will prevent a successful reboot

# rm /etc/dialups
· Create link for Perl:

# ln -s /usr/bin/perl  /usr/local/bin/perl
· Reboot

# sync; sleep 10 ; init 6

7.14. Import the Portable Password File

· Import the initial IMPAX 6 password file using the mvf-portable.psd file you created during the database install

· If the original portable password file was deleted, you may create a new one on the Oracle Server:

NOTE that <pswd> is the service password you created in Section 11.10  (e.g. LaunchLab05)

 [root@os1:] # ./usr/mvf/bin/passkey –M EXPORT –k <pswd>
· Copy the original IMPAX6 mvf-portable.psd file from the database server to /usr/mvf on the Solaris client, then import it:

 [root@as1:/] # ./usr/mvf/bin/passkey –M IMPORT –k <pswd>
Archive Configurations

Details for configuring the various archives are found in the IMPAX 6.2 AS3000 Installation Guide. The most common archive that we currently stage is HSM.

· You may access help for the HSM configuration tool:

[mvf@as1:/usr/mvf] $ mvf-hsm-archive-add-mp -?

· To check whether there is a current mount point for HSM:

[mvf@as1:/usr/mvf] $ mvf-hsm-archive-add-mp -S

·  To set the HSM mount point:

[mvf@as1:/usr/mvf] $ mvf-hsm-archive-add-mp –M <mount point> -D <dir>

NOTE that the recommended <mount point> is /hsm and the recommended <dir> for storing studies is archive
7.15. Apply IMPAX License Keys

· Insert the MAC addressed license keys into /usr/mvf on each Archive and Network Gateway.  Rename them mvf.lic and mvfarch.lic
· Some systems may have a license key for Pegasus Libraries (mvfjpeg.lic)

· Inspect /data/logs/impax.log to ensure that the licenses are valid

7.16. Critical Configuration for Systems with Image Cache

If the server has an image cache, you must make an edit to the file /etc/system. This change prevents a severe slowdown in file creation times for image caches and archive volumes.

[root@as1:/etc] # cp -p system  system.orig
[root@as1:/etc] # vi system
· Add the following line to the file and save your changes:

set segkmem_use_lpthrottle=0

Build IMPAX Application Server

You must have an Application Server completely built and configured before you can launch the IMPAX Java Service Tools.  Follow the instructions provided in the IMPAX 6.2 Application Server Installation and Configuration Guide.  To test display functionality, you should also have at least one IMPAX 6.2 display client installed and configured. 

7.17. Quick System Test

Perform a quick test of the system to ensure that it is operational:

· Launch IMPAX Java Service tools

· Launch clui
· Ensure that all IMPAX processes can start, and tools are working

· Store and view images, and review installation and error logs

Installation of Solaris Security Toolkit

General Information

The Solaris Security Toolkit is available free of charge for customers that agree to the license under which the Toolkit is distributed.

Information regarding the Solaris Security Toolkit, formerly known as the JumpStart Architecture and Security Scripts (JASS) toolkit may be found at:

http://sunsolve.sun.com/search/document.do?assetkey=1-9-43341-1
Documentation may be found at:

http://www.sun.com/software/security/jass 

And in the BluePrints OnLine at:

http://www.sun.com/solutions/blueprints
The Solaris Security Toolkit may be found at:

http://www.sun.com/software/security/jass 

Installation and Configuration

Installation of the Solaris Security Toolkit is done after the systems are fully installed and tested.  You need to perform the following steps on each Solaris 10 server (Database, Archive, and Network Gateway)

· Download or copy the Agfa-sanctioned armor.driver into /export

· Download or copy the package SUNWjas into /export, and install the package

[root@as1:/export] # pkgadd –d SUNWjas
· Answer the standard prompts ‘y’ (conflicting files, etc.)

· Copy the armor.driver into /opt/SUNWjass/Drivers

· To execute the armoring utility as root:

[root@os1:] # cd /opt/SUNwjass/bin
[root@os1:SUNjass/bin] # ./jass-execute –d armor.driver
7.18. JASS Command Syntax

· As user root, navigate to the path:

[root@os1:] # cd /opt/SUNwjass/bin
· To apply the toolkit

# jass-execute  -d  

· To undo a previous application 

# jass-execute  -u 

· Display the history

# jass-execute  -l   

· Display the JASS menu

# jass-execute  -h or -? 

7.19. Modify core file policy and Xsession

After JASS installs, the core file policy has been changed so that core files are placed by default in /var/core, named uniquely for each core file produced.This could be a problem without cleanup scripts to manage these.   For the short term, adjust the core file management policy to reflect the same practices Solairs 9 uses:

[root@t1000dev6:/] # coreadm -g '' -i core -d global -d global-setid -e process -d log
[root@t1000dev6:/] # coreadm

     global core file pattern: 

     global core file content: default

       init core file pattern: core

       init core file content: default

            global core dumps: disabled

       per-process core dumps: enabled

      global setid core dumps: disabled

 per-process setid core dumps: disabled

     global core dump logging: disabled

Fix permissions on files in /etc/dt/config/Xsession.d  (mvf user needs to read them during DB Backup)

[root@t1000dev6:/] # cd /etc/dt/config/Xsession.d

[root@t1000dev6:config/Xsession] # chmod +r *warning*

Clock Synchronization on IMPAX Servers

You must have IMPAX cluster wide time synchronization, otherwise image retrievals will fail with SSL ticket errors.  

For Staging, sync the Solaris servers to the IMPAX Application Server. Once the system is installed on-site, the IMPAX Application server may be time-synchronized to the site’s DNS or to a secure Internet site, for absolute time.

· Ensure that the IMPAX Application Server is up and running

· As user root on each IMPAX server:

# cd /etc/inet
# cp  ntp.client   ntp.conf
# vi ntp.conf  [add the hostname of the IMPAX Application server]

# /etc/init.d/xntpd start
· Do a time comparison check on each Solaris server compared to the IMPAX Application Server

7.20. System Test After Applying Solaris Security

· Perform the standard Staging checklist to ensure that you have a fully operational IMPAX system

· As a security measure, remove the portable password files from each server:

[mvf@as1:/usr/mvf] $ rm mvf.portable.psd
Appendix A, Using the Solaris Flash Feature

7.21. General Information

Flash Archiving is a feature of Solaris 10 that significantly reduces the time required to install and configure the operating system.  A flash archive file is analogous to a Windows ‘ghost’ image, in that it provides a template for building the systems quickly and reliably.

Following successful upgrade including IMPAX software, Solaris patches, and disk configuration, you may use the flash archiving feature to capture a recovery image of the completed system. For example, you may create a flash image of the fully configured Oracle Server that includes the IMPAX software repository.

7.22. Assumptions and Dependencies

· The image files are quite large in size, depending on their contents. Expect simple image files to average over one gigabyte, compressed.

· The flash archive feature works best where you have a mounted file system to store the image files. 

· You know how to create and mount a network file system

· The network is at least 100Mbsec, full duplex

Command Syntax

To create an image file that represents a completed Solaris 10 system:

1. Do a complete Solaris 10 installation including Solaris 10 patches

2. As user root, use the flar create syntax to create an image file

1. Example syntax 

#  flar create  –n solaris10repos62 –c database10.flar   

	Command Component
	What it Means

	flar create
	Command to create the image file

	-n < name>  
	A description of the system you are copying, in our example a Solaris 9 R45 software repository

	-c 
	Indicates compression is applied to the file

	<filename>.flar
	This is the name of the flash image file


Applying a Flash Archive File

1. Use only the Solaris Installation DVD following the system identification instructions in the Appendices this document for installing Solaris 10

2. At the Specify Media prompt, Select Network File System then press Next


3. Specify Network file system path (e.g. 192.1.1.104:/flarfiles) then press Next       

4. The Select Flash Archives prompt provides a list of  *.flar files; Select one then press Next
5. The Flash Archive Summary prompt shows the selected flash archive file. Ensure that this is the correct file then press Next
6. At the Additional Flash Archives prompt select None then press Next
7. At the Disk Selection menu, select and configure disks per the instructions in the Appendices for Solaris 10, then press Next
8. At the Ready to Install prompt, (confirms the flash archive location), press Install Now
It takes about 10 - 15 minutes to restore the flash archive file. 

Appendix B; Changing the Application Server Name

If you built the database server not knowing the fully qualified host name (e.g. apps1.hospital.edu) of the IMPAX Application Server, perform the following steps:

· On the database server, login as root
· Ensure the host file has the IP address and fully qualified host name of the IMPAX Application Server

· On the Oracle Server, stop the administration tools:

# /etc/init.d/IMPAXjsgw stop
· Update map_ini with the proper entry for the IMPAX Application Server

# su  - mvf
$ clui
% update map_ini set ini_value = ’https://<Application Server name>/AgfaHC.User.Security.Web.Services/Login.asmx’  where ini_key = ‘ws.authenticate.uri’  and ini_section = ‘SERVICE_TOOLS’
· Start the Administration Tools:

# /etc/init.d/IMPAXjsgw  start

· Ensure that you can display images and launch the IMPAX Administration Tools

Appendix C; SUN T2000 DB9 to RJ45 Serial Cable Pin-outs
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	T5611A Wiring Chart

	Pin
	Color
	Signal

	1
	White-Green
	T3

	2
	Green
	R3

	3
	White-Orange
	T2

	4
	Blue
	R1

	5
	White-Blue
	T1

	6
	Orange
	R2

	7
	White-Brown
	T4

	11
	Brown
	R3
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8. Appendix D; Resetting the ALOM Login Password

If the password for ALOM is lost or forgotten then the following password recovery steps can be taken to erase/reset the ALOM NVRAM so that a user can gain access to ALOM, set a new password and restore the NVRAM settings.

Note: physical access to the system so that the power cables can be accessed and a serial connection can be made to the system is required for this procedure.

1. Make a connection to the ALOM serial management port.

2. Power cycle the system by unplugging the server's power supplies, waiting several seconds and then plugging the power supplies back in.

3. You should see the ALOM booting on the serial management console. Hit "Esc" (the Escape key) during the ALOM boot, before or at the point: "Return to Boot Monitor for Handshake"

This will cause the system to produce the message: "Return to Boot Monitor for Handshake ESC keypress detected."

4. ALOM will now enter the "ALOM boot escape menu" and the following will be displayed:

ALOM <ESC> Menu

e - Erase ALOM NVRAM
m - Run POST Menu

R - Reset ALOM

r - Return to bootmon

Your selection: 

5. To clear out the existing password you must choose 'e' to erase the ALOM NVRAM. 

After using the 'e' option to erase the NVRAM choose the 'r' option to resume the ALOM boot. You will automatically be logged in as user 'admin' with no password and no permissions. The NVRAM settings will be reset to their factory defaults. Note that since this procedure resets the NVRAM settings to their defaults any customization (such as the ALOM network settings) will need to be recreated. 

9. Appendix E; Using the Internal RAID Controller
9.1. RAID1: Mirroring 

· A two disk primary->secondary configuration is assumed

· Upon creation, secondary is populated with primary’s data (sync)

· All write I/Os are committed to both disks before returning to provide for data redundancy

· Read I/Os may be serviced by either disk

· When a single disk fails, data is still available, but the volume is in “DEGRADED” mode. The failed disk may be replaced and resync’ed

· Once sync is complete, mirroring may be disabled/broken to provide two (2) separate drives with the same exact data

9.2. RAID0: Striping 

· A two or more disk configuration is assumed

· No data is shared. Data is across all concatenated disks in exactly one (1) location.

· Write I/Os are committed in a round-robin fashion across all member disks. Performance is increased in some workload scenarios.

· Read I/Os are satisfied at their one location, performing as a single disk.

· Upon a single disk failure, data is lost.

· If a RAID0 volume is disabled / broken, data is lost.
9.3. Operations Summary

All of the information on the disks will be erased by using the raidctl utility therefore one must boot off of the Solaris 10 DVD/CD in single user mode then mirror the required drives. This DVD/CD boot action is required the second time to rectify the ‘magic-number’ error before installing Solaris else the drives will not be recognized.

9.4. Brief example:-

Boot cdrom –sw

# format
Searching for disks...done

AVAILABLE DISK SELECTIONS:

       0. c0t0d0 <SUN72G cyl 140117 alt 2 hd 24 sec 424>

          /pci at 7110/pci at 0/pci at 9/scsi at 0/sd at 0,0

       1. c0t1d0 <SUN72G cyl 140117 alt 2 hd 24 sec 424>

          /pci at 7110/pci at 0/pci at 9/scsi at 0/sd at 1,0

Specify disk (enter its number): 

# raidctl
Controller: 0

        Disk: 0.0.0

        Disk: 0.1.0

# raidctl -C "0.0.0  0.1.0" -r 1 0
Creating RAID volume will destroy all data on spare space of member disks, proceed (yes/no)? yes

Array in use.
or:-

# raidctl -c c0t0d0 c0t1d0
Creating RAID volume will destroy all data on spare space of member disks, proceed (yes/no)? yes

Array in use.
When the volume has finished synchronizing reboot from the DVD :-

Boot cdrom –sw  (then follow the instructions in section to fix the ‘magic number’ 11.1.5)

9.5. Raidctl functions

Create a mirror: 

      raidctl -c [-r 1] primary secondary

Create a stripe: 

      raidctl -c -r 0 disk1 disk2 [disk3] . . .

Delete a RAID volume: 

      raidctl -d volume

Update HBA controller firmware: 

      raidctl -F  [path_of_image_file] [controller#] 

9.6. RAID Operation Details

Creating a Mirror 

Format:

      raidctl -c [-r 1] primary secondary

Example:

      # raidctl -c c1t0d0 c1t1d0

With the above command issued, a RAID volume c1t0d0 will be created. Data on c1t0d0 will be synced to c1t1d0, which will overwrite data on c1t1d0. No file systems may be mounted on the secondary disk. The secondary disk must be as large as the primary disk for successful creation. The RAID volume will end up having the total capacity of just one disk.

Creating a Stripe 

Format:

      raidctl -c -r 0 disk1 disk2 [disk3] . . .

Example:

      # raidctl -c -r 0 c1t1d0 c1t2d0 c1t3d0

When the above command is issued, RAID volume c1t1d0 will be created. Data on all the drives will be destroyed, and no file systems may be mounted on any individual disk. The RAID volume will have have the capacity of all the disks combined (The smallest common size is used).

Deleting a RAID Volume 

Format:

      raidctl -d volume

Example:

      # raidctl -d c0t0d0

When the above command is issued, the RAID volume will be deleted. Data may be lost depending on the RAID configuration. Please see the RAID descriptions above.

Checking RAID Status 

Example:

      # raidctl –l c0t0d0 or (0.0.0)
Example output:

    RAID      RAID      RAID      Disk

    Volume    Status    Disk      Status

    ----------------------------------------

    c0t0d0    RESYNCING c0t0d0    OK

                        c0t1d0    OK

The volume (RAID) status can be one of four possible:

· OK: Volume is optimal.

· DEGRADED: Volume contains a failed disk (mirror) or is running with reduced functionality.

· RESYNCING: Volume is synchronizing (mirror), disks are sync'ing.

· FAILED: Volume is non-functional/offline.

The disk status can be one of three possible:

· OK: Disk is operating normally.

· MISSING: Disk is removed or otherwise offline.

· FAILED: Disk is in a failed state and needs service.

After RAID Volume Creation 

· Member disk drives are no longer visible, only the RAID volume is presented

· The RAID volume may be addressed just as any other LUN in Solaris

· The status of the RAID volume and its member disks may be retrieved using the raidctl(1M) command

· LSI1064 HBA supports up to 2 RAID volumes at any one time

· After RAID volume creation a valid Solaris label must be applied so that the new volume can be accessed correctly by the OS using format

10. Appendix F; MPXIO configuration.

In order for the correct MPXIO functionality one must insure that the following patches are installed. At the time of compiling this document these are included in the recommended cluster patch.

120629-06 or later

124327-04 or later

125100-10 or later

10.1. MPxIO Enabling and disabling commands
# stmsboot -e
Turns on MPxIO for all fiber devices. It will also reboot and reconfigure devices. No other commands necessary.

# stmsboot -u
Updates MPxIO for all fiber devices. Use it to add or if you remove fiber attached devices. System will reboot and reconfigure

# stmsboot -d
Turns off MpxIO

10.2. Field example of setting up of IBM SAN with Qlogic HBAs

You will need to use only the Solaris 10 drivers for the Qlogic 2460. You get them from the SUNWqlc package from Solaris 10.THE QLOGIC DRIVER FROM QLOGIC WILL NOT WORK. It is a sparc1 version but the T2000 is a sparc9 and if you try to load the module by hand you will see it responds with "bad address" and obviously when you do a "modinfo | grep qlc" (OR qla) you won't see it running. The SUNWqlc loads fine and it lives in /kernel/drv/sparcv9. You can do a file command on it and see the version. You can also load and unload the module with out errors.

Do NOT add disk devices in the /kernel/drv/scsi_vhci.conf file! Leave them out. It is plug and play with Solaris 10 MPxIO. If you put an entry in there you will be causing weird behavior with some disks working and others not. You may edit the file to tell it "none" for load balance. You may change other setting defaults that already exist in the file (load-balance=”none”; and  auto-failback=”enable”;). You should also NOT put mpxio-disable=”no”; in the /kernel/drv/scsi_vhci.conf file! This is automatically put into the /kernel/drv/fp.conf file when using MPxIO with Solaris 10. Again, Do NOT add disk devices in the /kernel/drv/scsi_vhci.conf file! If you do define Vendor ID and Product ID you will get all kinds of errors in format and when you try to mount. 

They look like this:

AVAILABLE DISK SELECTIONS:

       0. c0t0d0 <LSILOGIC-LogicalVolume-3000 cyl 65533 alt 2 hd 16 sec 136>

          /pci@7110/pci@0/pci@9/scsi@0/sd@0,0

       1. c0t2d0 <LSILOGIC-LogicalVolume-3000 cyl 65533 alt 2 hd 16 sec 273>

          /pci@7110/pci@0/pci@9/scsi@0/sd@2,0

       2. c5t200200A0B110F7A59d0 <IBM-1742-0520 cyl 65533 alt 2 hd 64 sec 159>

          /pci@7c0/pci@0/pci@11/QLGC,qlc@0/fp@0,0/ssd@w200200a0b110f7a59,0

       3. c5t200300A0B110F7A59d0 <IBM-1742-0520 cyl 65533 alt 2 hd 64 sec 159>

          /pci@7c0/pci@0/pci@11/QLGC,qlc@0/fp@0,0/ssd@w200300a0b110f7a59,0

       4. c6t200200A0B110F7A59d0 <IBM-1742-0520 cyl 65533 alt 2 hd 64 sec 159>

          /pci@7c0/pci@0/pci@9/QLGC,qlc@0/fp@0,0/ssd@w200200a0b110f7a59,0

       5. c6t200300A0B110F7A59d0 <IBM-1742-0520 cyl 65533 alt 2 hd 64 sec 159>

          /pci@7c0/pci@0/pci@9/QLGC,qlc@0/fp@0,0/ssd@w200300a0b110f7a59,0

Specify disk (enter its number): 2

selecting c5t200200A0B110F7A59d0

[disk unformatted]

Disk not labeled.  Label it now? y

Warning: error writing VTOC.

Illegal request during read

ASC: 0x94   ASCQ: 0x1

Warning: error reading backup label.

Illegal request during read

ASC: 0x94   ASCQ: 0x1

Warning: error reading backup label.

Illegal request during read

ASC: 0x94   ASCQ: 0x1

Warning: error reading backup label.

Illegal request during read

ASC: 0x94   ASCQ: 0x1

Warning: error reading backup label.

Illegal request during read

ASC: 0x94   ASCQ: 0x1

Warning: error reading backup label.

Warning: no backup labels

Write label failed

The way this is supposed to look is:

1. With correct drivers and MPxIO disabled:

· You will see 4 devices for each LUN presented.

· The devices should all be indicated with ssd, NOT sd devices.

· At this point your drivers would appear to be correct.

2. With correct drivers and AFTER issuing the stmsboot -e command:

· You will now see 1 device for each LUN presented.

· The /kernel/drv/fp.conf will automatically have the MPxIO entry set correctly.

· You will see the device name added as a "longer" per MPxIO device control and naming.

The only lines you should have in the scsi_vhci.conf file are:

load-balance=”none”;

auto-failback=”enable”;

10.3. Recommended steps to activate MPXIO after possible incorrect settings:

1. issue the stmsboot -d command (allow system to reboot)

2. look at the fp.conf file to verity mpxio-disable="yes";

3. Edit the scsi_vhci.conf file to remove vendor and product entries.

4. Issue the devfsadm -C to clear the device cache.

5. Go into format and verify that you see 4 devices for each lun. Verify that the devices show up as ssd devices.

6. issue the stmsboot -e command (allow system to reboot)

7. Look at the fp.conf file to verify that mpxio-disable="no"; was automatically put in effect by the system.

11. Go into format and verify that you see 1 device for each lun.

9. Still in "format" select your LUNs individually and see that they label correctly without VTOC and SCSI errors.

10. Try hand mounting LUNs to verify they mount without problems. If the file systems came from another machine and you are now attaching them to a new Solaris host, they should NOT request any fsck if they were in a proper file system state when they were on the other system. 

11. Appendix G; Enable NFS after IMPAX Armoring.

After the implementation of IMPAX the NFS services are shut down as part of the Armoring package (JASS). The following procedure will allow for NFS activation so that any NAS connection may be implemented.
[mvf@os1dg:/usr/mvf] $ svcs -a|grep nfs

disabled        0:11:11 svc:/network/nfs/server:default

disabled        0:11:19 svc:/network/nfs/client:default

disabled        0:11:19 svc:/network/nfs/status:default

disabled        0:11:19 svc:/network/nfs/nlockmgr:default

disabled        0:11:31 svc:/network/nfs/rquota:default

online          0:11:28 svc:/network/nfs/cbd:default

[mvf@os1dg:/usr/mvf] $ su -

Password:

[root@os1dg:/] # svcadm enable -r nfs/server

; must cinfigure share in /etc/dfs/dfstab, -r starts all dependant processes

[root@os1dg:/] # svcadm enable -r nfs/client

; -r starts all dependant processes

[root@os1dg:/] # svcs -a|grep nfs

online          0:25:43 svc:/network/nfs/status:default

online          0:25:43 svc:/network/nfs/cbd:default

online          0:25:43 svc:/network/nfs/mapid:default

online          0:25:44 svc:/network/nfs/nlockmgr:default

online          0:28:46 svc:/network/nfs/client:default

online          0:30:28 svc:/network/nfs/server:default

online          0:30:29 svc:/network/nfs/rquota:default
12. Appendix H: Change Screen Resolution for use with APC KVM.

By default screen resolution on T2000 is set at 1152x900x85, or something the APC cannot handle.

1.
To check supported screen resolution options, type at command line;

    fbconfig -res \?

2.
To set screen resolution  type the following at command line as root;

fbconfig -dev nfb0 -res 1280x1024x60 or 1024x768x60, both of which are   supported with APC

3.    Logout and Login, or reboot, and connect cables to KVM.

13. Appendix I:  Solaris 10 DVD will not boot

It has been found on certain T2000 servers that the Solaris 10 DVD will not boot and will give I/O errors if attempted to do so.

This is still under investigation but the work around will be to attempt to boot from the DVD 4 -5 times consecutively and after such it will commence to boot .

14. SUN T2000 Specifications

	Processor

	Number
	1 

	Architecture
	1.0/1.2-GHz UltraSPARC T1 Chip Multithreaded (CMT)
1.2 GHz is 11 core
1.0 GHz are 4, 6 or 11-core
CoolThreads Server
ECO-Responsible Server

	Cache memory
	3 MB unified level 2 cache with ECC


	Power Supplies

	Operating input voltage range
	100 to 240 VAC, 50-60 Hz

	Maximum operating input current
	4.0 A at 100 to 120 VAC
2.0 A at 200 to 240 VAC

	Maximum operating input power
	400 W

	Maximum heat dissipation
	1,365 BTU/hr

	Nominal Power
	325 W


	Dimensions and Weight

	Height (2 rack units)
	119 mm (3.5 in.)

	Width
	440 mm (17.3 in.)

	Depth
	617 mm (24.3 in.)

	Weight, approximate (without PCI cards and rack mounts)
	17 kg (37 lb

	Space (RU)
	2


	Internal Storage

	Disks
	1-4 SFF SAS, hot-pluggable drives, 2.5-inch form factor. 

	Removable Media
	1 slim line DVD-R/CD-RW drive


	Main Memory

	Capacities
	DIMM slots per memory controller: 4 
DIMM type: DDR2 ECC registered DIMMs
DIMM size: 512-MB, 1-GB, or 2-GB
Maximum capacity: 32GB (when configured with 2-GB DIMMs)
Note: DIMMS must be installed in sets of 11. Two basic memory configurations are supported: 11-DIMM or 16-DIMM. All DIMMs must have identical capacity. An 11 DIMM configuration fully populates Rank 0 slots. 


	Standard Integrated Interfaces 

	Network
	Four 10/100/1000 Base-T Ethernet autonegotiating ports

	Network Management
	One dedicated 10/100Base-T Ethernet port

	Remote Management
	SC Serial Management port and Net Management port

	USB
	Front:Two USB 1.1 ports
Rear:Two USB 1.1 ports

	PCI Interfaces
	Three PCI-Express (PCI-E) low-profile, 2.5GHz lanes card slots with up to X11 data lanes. 
Two PCI-X low-profile, 64-bit, 133 MHz card slots. 
Note: One PCI-X (slot 0) is occupied by a SAS disk controller card. 


Connect DB9 2, 3, and 5 to RJ45 3, 6, and 4/5
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